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1|Introduction    

The proliferation of Internet of Things (IoT) devices in urban environments has led to a massive influx of 

data. Traditional cloud-based data processing approaches often face latency, bandwidth constraints, and 

privacy concerns. Fog computing, a decentralized computing paradigm, emerges as a promising solution to 

address these issues by bringing computing resources closer to the data source. 

Key concepts: fog computing: a distributed computing model that extends the cloud computing infrastructure 

to the network's edge, closer to IoT devices. 

IoT: a network of interconnected physical devices, vehicles, buildings, and other objects embedded with 

electronics, software, sensors, and network connectivity. 

Smart city: a city that utilizes digital technologies to improve efficiency, sustainability, and quality of life for 

its citizens. 
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Abstract 

The swift expansion of Internet of Things (IoT) devices in urban areas has resulted in immense amounts of data that 

require prompt and efficient processing. Conventional cloud-based methods often encounter issues related to latency, 

bandwidth limitations, and privacy risks. Fog computing, which is a decentralized computing framework, emerges as 

an attractive solution by positioning computing resources nearer to the data origin. This paper investigates the use of 

fog computing for decentralized IoT data processing within smart city networks. We highlight the main advantages 

of fog computing, such as lower latency, improved bandwidth efficiency, better privacy, and greater reliability. 

Furthermore, we analyze the possible applications of fog computing across various sectors in smart cities, including 

traffic management, environmental surveillance, smart grids, and public safety. By utilizing fog computing, smart 

cities can fully exploit IoT data to enhance efficiency, sustainability, and the overall quality of life for their inhabitants. 
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  1.1|Challenges in Traditional Cloud-Based Data Processing 

Latency: long distances between IoT devices and cloud servers can introduce significant data transmission 

and processing delays. 

Bandwidth constraints: the massive volume of data generated by IoT devices can overwhelm network 

bandwidth, leading to congestion and performance degradation. 

Privacy concerns: sending sensitive data to remote cloud servers raises privacy risks, especially in contexts like 

healthcare or surveillance. 

1.2|Benefits of Fog Computing for IoT Data Processing 

Reduced latency: by processing data closer to the source, fog computing can significantly reduce latency, 

enabling real-time applications and improving responsiveness. 

Enhanced bandwidth efficiency: fog computing can offload some of the processing burden from the cloud, 

reducing the amount of data that needs to be transmitted over the network. 

Improved privacy: fog computing allows data processing and analysis to be performed locally, reducing the 

risk of data breaches and privacy violations. 

Increased reliability: fog computing can enhance system reliability by providing redundancy and fault 

tolerance at the network's edge [1]. 

1.3|Applications of Fog Computing In Smart Cities 

Traffic management: fog computing can enable real-time traffic monitoring, congestion detection, and 

intelligent traffic signal control. 

Environmental monitoring: fog computing can process data from sensors measuring air quality, noise levels, 

and other environmental parameters. 

Smart grids: fog computing can facilitate efficient energy distribution and consumption management in smart 

grids. 

Public safety: fog computing can support public safety applications such as surveillance, emergency response, 

and crime prevention. 

In the following sections, we will delve deeper into the architecture, technologies, and challenges associated 

with fog computing for distributed IoT data processing in smart city networks. 

Fig. 1. Fog computing architecture. 
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  1.1|Definition of Fog Computing 

Fog computing is a distributed computing paradigm where processing is done at the network's edge with 

seamless cloud infrastructure integration. It enables a computing facility for IoT or other latency-sensitive 

application environments. It is estimated that about 50 billion ''things'' will be connected to the Internet by 

Haroon et al. [2]. Transferring all data from all connected devices for cloud processing will require massive 

amounts of bandwidth and storage. Not all devices are connected to the controller via IP; other IoT industrial 

protocols connect them. Because of this, a translation process is also needed to process or store information 

from IoT devices. Various researchers have defined Fog computing in different ways. Some examples are: 

I. Fog computing is a highly virtualized platform that provides compute, storage, and networking services 

between IoT devices and traditional cloud computing data centers, typically, but not exclusively located at the 

edge of the network. 

II. Fog computing is a scenario where a huge number of heterogeneous (wireless and sometimes autonomous) 

ubiquitous and decentralized devices communicate and potentially cooperate among themselves and with the 

network to perform storage and processing tasks without the intervention of third parties. These tasks can 

support basic network functions or new services and applications running in a sandboxed environment. Users 

leasing part of their devices to host these services get incentives. 

1.2|Fog Computing Research Trends 

Growing attention towards processing data closer to the users has been observed among industries and 

academia in the past few years. Handling IoT-generated data at the edge level will help improve overall 

processing time. This section investigates Fog and other related technological trends in the research 

community for the past few years. According to the Gartner hype cycle, the peak emerging technology in July 

2017 is the smart home, which would perform better by incorporating the Fog computing environment. A 

Hype Cycle [3] represents common patterns of new trending technologies. Fog computing enables latency-

aware smart home services more efficiently (See Table 1). Summary of Fog computing definitions. It is a 

convenient way, especially for emergency response smart home applications. According to the Gartner hype 

cycle demonstration, other influencing technologies include virtual assistants, autonomous vehicles, IoT 

platforms, smart robots, edge computing, and smart workspaces required to support latency-aware 

applications. All these technologies could benefit from the support of the Fog computing paradigm due to 

latency sensitiveness, connectivity to the cloud, and edge-level data processing capability. Except for 

autonomous vehicle technology, all technologies above will reach the market adoption threshold in the next 

10 years. Besides the hype cycle analysis, we analyzed the search occurrence of Fog and other related 

technologies in Google Scholar. 

2|Literature Review 

The intersection of the IoT and smart cities has led to a surge in data generation and processing requirements. 

Traditional cloud-based approaches often struggle to meet the demands of real-time data processing, latency-

sensitive applications, and privacy concerns. Fog computing, a decentralized computing paradigm, offers a 

promising solution by bringing computing resources closer to the data source. 

This literature review aims to provide a comprehensive overview of existing research on fog computing for 

distributed IoT data processing in smart city networks. We will explore this domain's key concepts, challenges, 

and potential fog computing applications. 

2.1|Key Concepts 

IoT: a network of interconnected physical devices, vehicles, buildings, and other objects embedded with 

electronics, software, sensors, and network connectivity.    
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  Smart city: a city that utilizes digital technologies to improve efficiency, sustainability, and quality of life for 

its citizens. 

Fog computing: a distributed computing model that extends the cloud computing infrastructure to the 

network's edge, closer to IoT devices. 

2.2|Challenges in Traditional Cloud-Based Data Processing 

Latency: long distances between IoT devices and cloud servers can introduce significant data transmission 

and processing delays. 

Bandwidth constraints: the massive volume of data generated by IoT devices can overwhelm network 

bandwidth, leading to congestion and performance degradation. 

Privacy concerns: sending sensitive data to remote cloud servers raises privacy risks, especially in contexts like 

healthcare or surveillance [4]. 

2.3|Benefits of Fog Computing 

Reduced latency: by processing data closer to the source, fog computing can significantly reduce latency, 

enabling real-time applications and improving responsiveness. 

Enhanced bandwidth efficiency: fog computing can offload some of the processing burden from the cloud, 

reducing the amount of data that needs to be transmitted over the network. 

Improved privacy: fog computing allows data processing and analysis to be performed locally, reducing the 

risk of data breaches and privacy violations. 

Increased reliability: fog computing can enhance system reliability by providing redundancy and fault 

tolerance at the network's edge [5]. 

2.4|Applications of Fog Computing in Smart Cities 

Cloud computing is ''a model enabling ubiquitous, convenient, on-demand network access to a shared pool 

of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction''. The 

reference architecture for Cloud computing [6] is depicted in Fig. 3. It provides a high-level overview of the 

cloud and identifies the main actors and their role in Cloud computing. Each actor is an entity, i.e., a person 

or an organization, that either takes part in a transaction/process or performs some tasks in Cloud computing. 

There are five main actors: Cloud Provider, Cloud Consumer, Cloud Broker, Cloud Carrier, and Cloud 

Auditor. The Cloud Provider is an entity that provides a service to interested parties. The Cloud Consumer 

is an entity that uses a service from and has a business relationship with one or more Cloud providers. The 

Cloud Broker is an entity that mediates affairs between Cloud providers and Cloud consumers and that 

manages the use, performance, and delivery of Cloud services. The Cloud Carrier is an intermediary that 

supplies connectivity and delivers cloud services from cloud providers to consumers. Finally, the Cloud 

Auditor is a party that conducts independent assessments of the Cloud infrastructure, including services, 

information systems operations, performances, and security of the Cloud implementation. In terms of 

interactions, there are several possible scenarios [6]. Generally, a Cloud consumer may request a Cloud service  

from a provider directly or via a broker. A Cloud auditor conducts independent audits and may contact other 

actors to collect the necessary information.  
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Fig. 2. temporal evolution of the number of scientific publications related to IoT, cloud, 

edge, and fog computing. Databases used as sources: IEEE xplore DL and ACM DL. 

 

2.5|Essential Characteristics 

The essential characteristics of Cloud computing are summarized below [18]: 1) On-demand self-service: 

computing capabilities can be provided automatically when needed, without requiring any human interaction 

between consumer and service provider, 2) Broad network access: computing capabilities are available over 

the network and accessible through several mechanisms disposable for a wide range of client platforms (e.g., 

workstations, laptops, and mobile devices), 3) Resource pooling: computing resources are pooled to 

accommodate multiple consumers, dynamically allocating and deallocating them according to consumer 

demand. In addition, the provider resources are location independent, i.e., the consumer has no knowledge 

or control of their exact location, 4) Rapid elasticity: computing capabilities can flexibly be provided and 

released to scale in and out according to demand. Thus, the consumer perceives unlimited, and always 

adequate, computing capabilities, and 5) Measured service: resource usage can be monitored and reported 

according to the type of service offered. This is particularly relevant in charge-per-use or pay-per-user services 

because it grants great transparency between the provider and the service consumer. Cloud infrastructure is 

a collection of hardware and software that empowers the aforementioned essential characteristics of Cloud 

computing. 

Fig. 3. NIST cloud computing refrence architecture. 
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  2.6|Internet of Thing 

Over the past decade, Cloud computing has been the predominant paradigm. According to this trend, 

computing, control, and data storage have been centralized and moved into the cloud [7]. On the other hand, 

the Internet of Things (IoT) is now becoming widespread. In 2017, there were about 20 billion IoT-connected 

devices, which will grow to about 30 billion in 2020 and more than duplicate by 2025.1 The emerging IoT 

brings in many new challenges that Cloud computing has a hard time meeting due to its drawbacks. In this 

section, we provide fundamentals about the IoT. 

3|Definition 

The term IoT was originally coined in 1999 by Kevin Ashton, the AutoID Center executive director at 

Massachusetts Institute of Technology (MIT). Then, it assumed several slightly different meanings. Today, 

there is no unique and commonly accepted definition of IoT, and several formalizations can be found on the 

web and in the literature. In this work, the definition given by the International and Telecommunication 

Union (ITU) assumes that the IoT is ''a global infrastructure for the information society, enabling advanced 

services by interconnecting (physical and virtual) things based on existing and evolving interoperable 

Information and Communication Technologies (ICT)''. In this context, a thing is intended as ''an object of 

the physical world (physical things) or the information world (virtual things), which is capable of being 

identified and integrated into communication networks'', while a device is ''a piece of equipment with the 

mandatory capabilities of communication and optional capabilities of sensing, actuation, data capture, data 

storage and data processing''1. In simple terms, the IoT is a collection of computing devices (namely, things) 

interconnected via the Internet that are aimed at offering services addressed to all types of applications while 

fulfilling security requirements [8–10]. 

3.1|Architecture 

Several different IoT architectural models can be found in the literature, but, to the best of our knowledge, 

the most commonly used is based on three architectural levels: Perception (or sensing) layer, Network (or 

transmission) layer, Application layer. Each architectural layer is characterized by the devices that belong to 

it and by the functions performed. The Perception layer aims to acquire data from the environment (such as 

light, temperature, pressure, humidity, etc.) with the help of sensors and actuators. Basically, the main goal of 

this layer is detecting and collecting information before transmitting it to the network layer. The network layer 

is the middle, aiming to provide data routing and transmission functions to the proper destination. Therefore, 

the main goal of this layer is to efficiently transmit data within heterogeneous networks without losing 

information. Internet gateways, switches, routers, and other network devices operate at this layer. The 

application layer is the highest; the information received from the bottom layers is used to implement different 

services and applications. This layer usually contains the user interface, the formulas related to data models, 

the business logic, and everything needed for the specific IoT service or application. 

3.2|Various Proposed Architectures for Fog Computing 

Layered representation is the best way to represent Fog architecture. Many works have been done to quantify 

the layer-based concept of Fog architecture. From our review, we found that researchers have proposed three, 

four, five, and six layers in the Fog architecture. Everyone has their justifications for their claims.  

 

 

 

1https://www.statista.com/statistics/471264/ iot-number-of-connected-devices-worldwide 

1https:/www.statista.com/statistics/471264/%20iot-number-of-connected-devices-worldwide
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  If we ignore the user plane, it is obvious that Fog architecture could be defined as three different levels from 

the high level. As we proceed to the more implementation-type level, the number of layers in the architecture 

would vary, giving rise to five and six levels in the Fog computing layer. Taneja and  Davy presented six layers 

based on specific tasks. On the other hand, five layers were defined based on a network perspective. Other 

high-level architectures in Fog computing have also been presented by various researchers, including the 

hierarchical Fog architecture, Open Fog architecture, Fog network architecture, Fog architecture for the 

Internet of Energy, Fog computing architecture based on the nervous system, and IFCIoT architecture. After 

reviewing the literature stated above, the components of Fog computing architecture are defined and 

presented in the following subsection [11]. 

3.3|Components of Fog Computing Architecture 

Fog computing architecture consists of several layers. In this subsection, we discuss various components of 

the Fog computing architecture. The components are divided into several groups based on their functionality, 

defined as the layer. These functionalities will enable IoT devices to communicate with various Fog devices, 

servers, gateways, and the cloud. Below is a detailed explanation of each layer, where a smart transportation 

use case is considered. Physical layer the basic data source for Fog computing is the various forms of data 

emitted by the sensors. These data could be generated from smart devices, temperature sensors, humidity 

sensors, smart homes, CCTV surveillance systems, traffic monitoring systems, self-driving vehicles, etc. For 

instance, if we wanted to implement a smart traffic management and monitoring system, we need to get 

updated traffic conditions on all roads from various sensors, roadside devices, and cameras, which will help 

manage traffic signals. It is also necessary to predict future traffic demand by collecting data from various 

GPS sensors. Besides physical sensors, the role of virtual sensors is also important; if a road accident occurs, 

it would not be possible to decide using a single sensor whether the road should be blocked or traffic should 

keep going. The road might have one or more lanes. This occurrence may affect one lane, while another could 

enable the traffic flow to continue. However, the traffic handling capacity will be decreased due to this 

occurrence. In this case, a virtual sensor might help obtain an immediate decision on road conditions, traffic 

multiplexing, and traffic rerouting. Hence, the physical layer consists of physical and virtual sensors; any data 

generation device could fall into these groups. 

3.4|Difference Between Fog and Cloud Computing Paradigm 

Fog computing architectures are based on Fog clusters where multiple Fog devices participate to cooperate 

with the processing. On the other hand, data centers are the main physical components of clouds. Because 

of this, cloud computing has high operational costs and energy consumption. By comparison, energy 

consumption and operation costs in the Fog computing paradigm are low. The Fog is located closer to the 

user, so the distance between users and Fog devices could be one or a few hops. However, some studies 

suggest that the distance between users and the Fog is one or two hops, while others argue that it should be 

one hop with wireless connectivity. Yet, all agree that the distance between the users and the cloud is a multi-

hop distance. Due to the distance, communication latency for the cloud is always high compared to the Fog. 

The cloud is a more centralized approach, while the Fog is a more distributed approach based on geographical 

orchestration. Real-time Interaction is impossible for the cloud due to its high latency, but Fog computing 

can easily resolve this problem. On the other hand, the rate of failure in the Fog is high because of wireless 

connectivity, decentralized management, and power failure. Most devices in Fog environments will be 

connected wirelessly since smart gadgets and handheld devices will participate in Fog systems. These devices, 

and other network management devices, are mostly decentralized. These devices could fail when the software 

is not managed correctly. Users may not be aware of malicious software that could lead to device failure.  
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  Moreover, Fog processing could also fail in other cases; for example, each Fog device is responsible for 

performing its own application processing. So, the IoT application processing in a Fog device always takes a 

second priority. If the application of the device fully utilizes the fog device, it will fail to process any fog. 

Hence, scheduling applications and resources in the Fog is more complex. In addition, failure handling in the 

Fog is competitive because of power failure, which is only an issue because the devices run on battery power. 

Table 2 shows the technical differences between the cloud and the Fog. It cannot be said that Fog can replace 

the cloud. We cannot conclude that Fog is better than the cloud; both contribute differently by fulfilling 

different perspectives and requirements. 

4|Conclusion 

The Fog computing paradigm is in its infancy, so an extensive investigation is required for this emerging 

technology. In this survey, we presented and discussed the overview, architecture, state-of-the-art, and other 

similar technologies in Fog computing. Based on the literature, we derived a taxonomy for Fog computing 

by analyzing the requirements of Fog infrastructure, platform, and applications. We also covered resource 

allocation and scheduling, fault tolerance, simulation tools, and microservices in Fog computing. Finally, we 

presented some challenging and open research issues. This comprehensive survey will bring to light IoT 

application execution for a Fog computing environment and point toward the direction for current and future 

research in this rapidly growing research area. In this way, this computing paradigm, which is still immature, 

will be propelled towards achieving market adoption shortly. 
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